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Abstract
Linguistic steganalysis often encounters domain shift in practice,
mainly due to differences in text sources and steganographic meth-
ods. These variations create distribution discrepancies between the
training (source domain) and test (target domain) sets, reducing
detection accuracy. Most existing domain adaptation methods for
linguistic steganalysis rely on labeled source domain data to alle-
viate these issues, but due to data privacy or transmission costs,
source domain data is often unavailable in many real-world scenar-
ios. Without access to this data, models cannot directly compare
feature distributions between the source and target domains, hin-
dering the model’s ability to learn the target domain’s features and
ultimately affecting detection performance for stego texts. In this
paper, we propose a Clustering-driven Pseudo-labeling method for
Source-free domain adaptation in Linguistic Steganalysis (CPSLS).
During the adaptation phase, we leverage the clustering structure
of the target domain data to generate pseudo-labels, helping the
model identify stego features in the target domain. Additionally,
we use a weighted classification loss function to reduce the impact
of incorrect pseudo-labels. To prevent the model from overlooking
the diversity between stego and cover texts during optimization,
we introduce a prediction diversity loss, improving the model’s
ability to differentiate between the two. Experimental results show
that CPSLS not only has stronger practical applicability but also
outperforms existing domain adaptation linguistic steganalysis in
terms of detection accuracy.
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1 Introduction
Deep learning-based linguistic steganalysis methods examine the
statistical distribution of textual features to detect hidden informa-
tion [17, 16, 19, 23, 31, 15]. These methods assume that the training
(source domain) and testing (target domain) share the same dis-
tribution, allowing them to effectively distinguish between cover
and stego texts. However, in real-world scenarios, variations in text
sources or language usage can lead to domain mismatch, where the
distributions of the source and target domains differ. Even small
distributional discrepancies can severely impair the detection per-
formance of these models [28].

To tackle the domain mismatch issue in linguistic steganalysis,
researchers have turned to domain adaptation methods [22, 21].
These methods focus on bridging the distribution gap by transfer-
ring steganalysis-specific knowledge from labeled source domains
to unlabeled target domains, thereby reducing the impact of domain
mismatch. For instance, Xue et al. [22] utilized MaximumMean Dis-
crepancy (MMD) [5] as a distance metric to align the distributions
of the source and target domains. Additionally, Xue and colleagues
[21] developed a Steganographic Domain Distance Metric (SDDM)
to further address the domain mismatch issue in steganalysis.

While domain adaptation methods in steganalysis have made
progress in addressing the domain mismatch issue, they typically
rely on the availability of labeled source domain data during the
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adaptation phase, as shown in the figure 1. However, such data
may be restricted due to privacy regulations or commercial confi-
dentiality, preventing its use in the adaptation process. Moreover,
steganalysis often requires the analysis of large-scale text data,
and in resource-constrained environments, such as edge devices,
real-time access to source data is impractical. In the domain adap-
tation phase, when source domain data is unavailable and only a
pre-trained source domain model can be used, i.e., Source-Free Do-
main Adaptation (SFDA), as illustrated in figure 1, existing domain
adaptation methods for linguistic steganalysis face considerable
challenges. Due to the unavailability of source domain data, exist-
ing domain adaptation methods for linguistic steganalysis cannot
leverage source domain data for feature alignment, resulting in an
inability to effectively learn the target domain’s features, which
severely impacts the model’s detection performance in the target
domain.

To achieve Source-Free Domain Adaptation, Luo et al. [10] pro-
posed a novel cross-domainmodel called PDTS. This model adopts a
progressive strategy, gradually generating pseudo-labels for target
domain data, enabling the model to learn the distinguishing fea-
tures of cover and stego texts in the target domain. However, PDTS
still faces two key challenges. First, differences in linguistic style or
steganographic strategies between the target and source domains
may lead to the pseudo-labels containing incorrect labels. These
errors can interfere with model training, causing misclassifications
of target domain samples and degrading the model’s generalization
ability and detection accuracy. Second, since the distribution gap
between stego and cover texts is minimal, the model may suffer
from posterior collapse during optimization, causing it to focus
predictions on either stego or cover texts, neglecting the diversity
and complexity of the data, and ultimately diminishing its ability
to effectively distinguish between the two classes.

To improve the detection performance of the model in source-
free domain adaptation scenarios, we design a clustering-driven
Pseudo-labeling method for linguistic steganalysis, termed CPSLS.
First, although there are distribution discrepancies between the
source and target domains, they still share certain similarities. For
example, the News and Movie data exhibit similar language styles
and expressions. Therefore, despite the presence of feature shift in
the target domain, the stego and cover text features extracted by
the pre-trained source model can still form natural clusters in the
feature space, with high intra-class similarity, as shown in the figure
2. From the figure, it can be observed that even without label super-
vision in the target domain, the stego and cover samples exhibit a
certain degree of intra-class cohesion. This supports the feasibility
and validity of generating pseudo-labels based on the clustering
structure. Based on this observation, during the domain adaptation
phase, we leverage the clustering structure of the target domain
data to generate pseudo-labels, thereby enhancing the reliability of
the pseudo-labels. These pseudo-labels support supervised training
of the model, deepening its understanding of the stego features in
the target domain and effectively mitigating the impact of domain
shift. Additionally, by evaluating the uncertainty of the predicted
distributions, we weight the classification loss according to the
reliability of the samples, ensuring that the learning process places
more emphasis on reliable pseudo-labels. Furthermore, to prevent
posterior collapse during optimization, we introduce a prediction
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Figure 1: (Top) Traditional domain adaptation for linguistic
steganalysis requires both source and target domain data.
(Bottom) In source-free domain adaptation, adaptation relies
on large unlabeled target data and a source-trained linguistic
steganalysis model.

diversity loss as a regularization term. This loss preventing the
model from focusing predictions too narrowly on either stego or
cover texts, thus maintaining the diversity of the predicted distri-
butions. In summary, the main contributions of this paper are as
follows:

1. We leverage the clustering structure of the target domain
data to generate pseudo-labels, thereby enhancing the reliability of
the pseudo-labels and deepening the model’s understanding of the
steganographic features in the target domain.

2. We propose a weighted classification loss function and a pre-
diction diversity loss function to mitigate the negative impact of
pseudo-label noise and prevent posterior collapse during the opti-
mization process.

3. We conducted experiments on three common natural corpora,
and the results show that CPSLS not only effectively applies to
source-free domain adaptation scenarios but also outperforms ex-
isting methods in detection performance for linguistic steganalysis.

2 RELATEDWORK
2.1 Domain Adaptation in Linguistic

Steganalysis
In practical applications of linguistic steganalysis [2, 12, 20, 24], the
training data (source domain) and test data (target domain) often
come from different domains, such as news articles or social media
posts. These types of texts exhibit distinct language patterns, vo-
cabulary choices, and writing styles. Furthermore, language usage
is influenced by factors such as region, culture, and time, leading to
significant differences in vocabulary, grammatical structures, and
even overall style. Differences in text sources or language usage
may result in discrepancies between the source and target domain
distributions. These distributional differences make it challenging
for a model trained on the source domain to maintain its detection
performance when applied to the target domain, thereby diminish-
ing its ability to detect stego texts in practical applications.
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Figure 2: Visualization of the clustering structure of target domain data in the feature space: green and blue represent cover
texts and stego texts in the training set, respectively, with labels derived from the ground truth. The data features are extracted
using the pre-trained model 𝑀𝑠 used in this paper. Figures (a) to (f) show six cross-domain tasks conducted on three commonly
used natural corpora, where "N" stands for "News," "M" stands for "Movie," and "T" stands for "Twitter," with stego texts generated
using the AC steganographic algorithm.

To address this domain mismatch issue in linguistic steganaly-
sis, researchers have proposed various domain adaptation methods
[22, 21, 10]. For example, Xue et al. [22] introduced MaximumMean
Discrepancy (MMD) as a distance measure to align the features
between the source and target domains, enhancing the adaptability
of the steganalysis model. Later, they [21] proposed the SANet net-
work, which combines SDDM and an adaptive weighting selection
mechanism to further reduce the domain gap. However, these meth-
ods rely on source domain data to establish feature alignment rules.
When source domain data is unavailable, they are unable to effec-
tively align the features between the source and target domains,
which limits the model’s generalization ability and significantly re-
duces its performance in detecting stego texts in the target domain.

To address the domain mismatch issue in source-free scenarios,
Luo et al. [10] proposed the PDTS model, which uses a progressive
strategy to generate pseudo-labels for target domain data. This
approach helps the model identify the distinct features of stego
and cover texts in the target domain, improving detection perfor-
mance. However, it does not account for the noise present in the
generated pseudo-labels or the potential posterior collapse during
optimization, which results in a significant decrease in detection
performance for stego texts in the target domain.

2.2 Source-free Domain Adaptation
Traditional text steganalysis methods typically rely on labeled
source domain data during domain adaptation [22, 21] , as illus-
trated in Figure 1. However, in many real-world applications, source
domain data is difficult to access due to privacy concerns, legal re-
strictions, or storage limitations. For example, source domain texts
may involve personal privacy, sensitive information, or confidential
data, such as communication content, government, or corporate
internal documents, which cannot be publicly used due to privacy
or legal regulations. In the absence of source domain data, existing
domain adaptation methods for text steganalysis cannot effectively
address the domain mismatch issue.

To address this challenge, Source-Free Domain Adaptation
(SFDA) methods have been developed [8, 25, 18]. These approaches
aim to adapt to the target domain without relying on source domain
data, instead using a pre-trained model on the source domain and
unlabeled data from the target domain, as illustrated in Figure 1.

While the SFDA in text steganalysis has been relatively underex-
plored, it has garnered significant attention in the Computer Vision
(CV) community [7, 6, 14]. For instance, Liang et al. [9] proposed
the SHOT method, which refines the source model using pseudo-
labels without requiring source data. Yang et al. [26] proposed the
G-SFDA method, which uses local structure clustering (LSC) to
cluster data based on sample similarity, making the local structure
of the target domain more compact and thereby more effectively
capturing the local features of the target domain data.

However, the application of these SFDA methods in linguistic
steganalysis still faces certain limitations. The differences in text
sources and the complexity of steganographic techniques result in
more pronounced distributional discrepancies between the source
and target domains. This not only complicates the adaptation of the
source domain model to the target domain but also increases the
error rate in pseudo-label generation, negatively impacting train-
ing performance. Furthermore, the subtle distributional differences
between stego and cover texts can lead to posterior collapse during
training. In such cases, the model may become overly reliant on
predictions from a single category, neglecting others, which hinders
its ability to learn the full range of target domain features and desta-
bilizes the training process. Consequently, current methods must
address the challenges of managing distributional discrepancies,
reducing pseudo-label noise, and preventing posterior collapse in
the context of linguistic steganalysis.

3 PROPOSED APPROACH
In this section, we first introduce the definition of Source-Free
Domain Adaptation in linguistic steganalysis. We then describe the
framework of the steganalysis model used, followed by an overview
of the overall process of the proposed CPSLS method.

3.1 Problem Definition
In this study, we explore linguistic steganalysis within the frame-
work of source-free domain adaptation. We represent the source
domain dataset as 𝐷𝑠 = {(𝑋𝑠

𝑖
, 𝑦𝑠

𝑖
)}𝑛𝑠

𝑖=1, which consists of 𝑛𝑠 labeled
samples, where 𝑋𝑠

𝑖
is the 𝑖-th sentence from the source domain

and 𝑦𝑠
𝑖
is the corresponding class label. The target domain dataset

𝐷𝑡 = {𝑋 𝑡
𝑗
}𝑛𝑡
𝑗=1 consists of 𝑛𝑡 unlabeled samples, where 𝑋 𝑡

𝑗
is the
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Figure 3: Overall process of CPSLS for source-free domain adaptation in linguistic steganalysis.

𝑗-th sentence in the target domain. Both datasets share the same
class labels, specifically "cover text" and "stego text".

In the source-free domain adaptation setting, the source domain
dataset 𝐷𝑠 is only used to pre-train the steganalysis model, and it is
not accessible during adaptation to the target domain. Our goal is
to optimize this steganalysis model, pre-trained on source domain
dataset, so that it can effectively distinguish between stego and
cover texts using the unlabeled data in the target domain dataset.

3.2 The Framework of CPSLS
The overall process of the proposed CPSLS method is shown in
Figure 3. The linguistic steganalysis model 𝑀 mainly consists of
two components: the feature extractor 𝑓 (·) and the linear classifier
𝑔(·). The feature extractor 𝑓 (·) is responsible for extracting useful
features from the input data, while the linear classifier 𝑔(·) is used
to classify the extracted features into target categories, such as
cover text or stego text. Through the collaboration of these two
components, the model𝑀 can effectively learn the features of target
domain data, thus improving its ability to detect stego texts.

In the pre-training phase, we train the model 𝑀 using labeled
source domain data through empirical risk minimization. This en-
ables the model to gain an initial understanding of the target do-
main’s features and helps form a clustering structure of target do-
main data in the feature space, resulting in the pre-trained source
domain model𝑀𝑠 . In the domain adaptation phase, we leverage the
clustering structure of the target domain and use the pre-trained
model 𝑀𝑠 to generate pseudo-labels for the target domain data,
allowing the model to learn the stego features of the target domain
more effectively and resulting in the domain-adapted model𝑀𝑡 . To
further enhance the model𝑀𝑡 ’s adaptation to the target domain, we
introduce a weighted classification loss function and a prediction
diversity loss function. These mechanisms significantly improve

the model𝑀𝑡 ’s ability to effectively detect stego texts in the target
domain.

3.3 The Feature Extractor 𝑓 (·)
To capture the rich semantic information in text, we utilize a pre-
trained BERT model [1] combined with a single-layer Bi-LSTM [4]
as the feature extractor 𝑓 (·). The BERTmodel consists of 𝐿 layers of
transformer encoders, with each layer having a hidden dimension of
𝑑𝑏 . For an input sentence𝑋 = {𝑥1, 𝑥2, . . . , 𝑥𝑛} from either the source
or target domain, we first obtain the initial representation 𝐻0 =

{𝑒1, 𝑒2, . . . , 𝑒𝑛} through the embedding layer. Here, 𝑛 is the sentence
length, 𝑥𝑖 is the 𝑖-th word, and 𝑒𝑖 is its corresponding embedding,
which includes token, positional, and segment embeddings. Then,
𝐻0 is passed through BERT for processing, with the output at the
l-th layer represented as:

𝐻𝑙 = Transformer𝑙 (𝐻𝑙−1), 1 ≤ 𝑙 ≤ 𝐿 (1)

Finally, the resulting feature matrix from BERT can be represented
as 𝐻 (𝑋 ) ∈ R𝑛×𝑑𝑏 . During training, the parameters of BERT are
fixed. Next, the Bi-LSTM processes the feature matrix 𝐻 (𝑋 ) from
BERT to extract temporal features and capture long-range depen-
dencies. The output feature representation from the Bi-LSTM is
denoted as 𝑓 (𝑋 ), and is calculated as:

𝑓 (𝑋 ) = [−−−−→LSTM(𝐻 (𝑋 )),←−−−−LSTM(𝐻 (𝑋 ))] (2)

Here, the dimension of 𝑓 (𝑋 ) is R2×𝑛×𝑑𝑙 , where 𝑑𝑙 is the LSTM hid-
den layer dimension and 𝑛 is the sequence length. This approach
allows 𝑓 (𝑋 ) to integrate contextual semantic information, provid-
ing a comprehensive feature representation.
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Figure 4: Visualization of the clustering structure of target domain data in the feature space: green and blue represent cover
text and stego text in the training set, respectively, with labels derived from the ground truth. The data features are extracted
using the domain-adapted model𝑀𝑡 employed in this paper. Figures (a) to (f) show six cross-domain tasks conducted on three
commonly used natural corpora, where "N" represents "News," "M" represents "Movie," and "T" represents "Twitter," with stego
texts generated using the AC steganographic algorithm.

3.4 The Linear Classifier 𝑔(·)
To determine the probability distribution of the text, the classifier
𝑔(·) consists of a fully connected layer followed by a Softmax func-
tion. The fully connected layer takes the feature vector 𝑓 (𝑋 ) output
by the feature extractor and maps it to a vector 𝑔(𝑋 ), where the
dimension corresponds to the number of classes:

𝑔(𝑋 ) =𝑊 𝑓 (𝑋 ) + 𝑏 (3)

Here, 𝑊 is the weight matrix, 𝑏 is the bias term. The Softmax
function then processes the vector 𝑔(𝑋 ), normalizing the scores 𝑔𝑖
for each class into probabilities 𝑝𝑖 :

𝑝𝑖 =
exp(𝑔𝑖 )∑𝐶
𝑗=1 exp(𝑔 𝑗 )

(4)

where𝐶 is the total number of classes, 𝑔𝑖 is the unnormalized score
for class 𝑖 , and 𝑝𝑖 is the corresponding predicted probability.

During testing, a detection threshold 𝜃 is applied to classify the
test text. For an input test text 𝑥𝑡𝑒𝑠𝑡 , if its predicted probability 𝑝
exceeds the threshold, it is classified as stego text. Otherwise, it is
classified as cover text. The classification rule is:

𝑥𝑡𝑒𝑠𝑡 ∈
{
stego text, if 𝑝 > 𝜃

cover text, if 𝑝 ≤ 𝜃
(5)

3.5 Pre-training with Source Domain Labeled
Data

During the pre-training phase, we use the labeled source domain
data to help the model gain an initial understanding of the target
domain data. The model is trained with the cross-entropy loss
function, defined as:

L𝑝𝑟𝑒 = − 1
𝑛𝑠

𝑛𝑠∑︁
𝑖=1
[𝑦𝑖 log(𝑝𝑖 ) + (1 − 𝑦𝑖 ) log(1 − 𝑝𝑖 )] (6)

Here, 𝑛𝑠 denotes the number of samples in the source domain, 𝑦𝑖
is the true label of the 𝑖-th sample (0 for cover text and 1 for stego
text), and 𝑝𝑖 represents the model’s predicted probability that the
𝑖-th sample is stego text. By minimizing this loss, this phase helps
the model effectively learn the source domain features. Since both
the source and target domains come from natural language corpora
and share certain similarities, the model can naturally organize the

target domain data into clusters of stego texts and cover texts in
the feature space, thereby laying a solid foundation for adapting to
the target domain data.

Algorithm 1 Clustering-Based Pseudo-Label Generation for
Source-Free Domain Adaptation in Linguistic Steganalysis

Input: Unlabeled target domain dataset 𝐷𝑡 = {𝑋 𝑡
𝑖
}𝑁
𝑖=1, pre-trained

model parameters 𝜃 , pseudo-label selection ratio 𝑝 , number of
target domain samples 𝑁 , number of pseudo-label samples 𝑛𝑡 ,
memory bank B.

Output: Pseudo-labeled dataset 𝐷̂𝑡 = {(𝑋 𝑡
𝑖
, 𝑦𝑡

𝑖
)}𝑛̂𝑡

𝑖=1.
1: Initialize memory bank: B = ∅.
2: Compute confidence for all samples: 𝑅(𝑋 𝑡

𝑖
) = max𝑝 (𝑐 ) (𝑋 𝑡

𝑖
),

where 𝑐 belongs to the class set 𝐶 , which includes cover and
stego text classes.

3: Sort 𝐷𝑡 based on 𝑅(𝑋 𝑡
𝑖
) in descending order.

4: Initialize pseudo-labeled dataset: 𝐷̂𝑡 = ∅.
5: for each class 𝑐 ∈ 𝐶 do
6: for each of the top 𝑛𝑡/2 samples 𝑋 𝑡

𝑖
in class 𝑐 do

7: Add𝑋 𝑡
𝑖
to 𝐷̂𝑡 and store its feature representation 𝑓 (𝑋 𝑡

𝑖
)

and predicted distribution 𝑝 (𝑋 𝑡
𝑖
) in B.

8: end for
9: end for
10: for each 𝑋 𝑡

𝑖
∈ 𝐷̂𝑡 do

11: Select the𝐾 nearest neighbors of𝑋 𝑡
𝑖
from the memory bank

B, denoted as I𝑖 = KNN(𝑋 𝑡
𝑖
,B).

12: Assign the pseudo-label using soft voting:

𝑝 (𝑋 𝑡
𝑖 ) =

1
𝐾

∑︁
𝑗∈I𝑖

𝑝 (𝑋 𝑡
𝑗 ), 𝑦𝑡𝑖 = argmax

𝑐
𝑝 (𝑐 ) (𝑋 𝑡

𝑖 )

13: end for
14: Return: the pseudo-labeled dataset 𝐷̂𝑡 = {(𝑋 𝑡

𝑖
, 𝑦𝑡

𝑖
)}𝑛̂𝑡

𝑖=1.

3.6 Domain Adaptation with Target Domain
Clustering Structure

Our approach generates pseudo-labels using the clustering struc-
ture of the target domain data, thereby improving the reliability of
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the pseudo-labels. Additionally, we introduce a weighted classifi-
cation loss and a prediction diversity loss to ensure the model can
effectively distinguish between stego text and cover text, further
enhancing the generalization ability and detection performance of
the linguistic steganalysis model in the target domain. The details
is described in the following.

3.6.1 Clustering-Based Pseudo-Label Generation. To generate
pseudo-labels, we aggregate information from the nearest neighbor
samples. The process of pseudo-label generation consists of two
main steps: First, we use the pre-trained model to compute the
confidence for each target domain sample 𝑋 𝑡

𝑖
, defined as:

𝑅(𝑋 𝑡
𝑖 ) = max

𝑐
𝑝 (𝑐 ) (𝑋 𝑡

𝑖 ) (7)

where 𝑝 (𝑐 ) (𝑋 𝑡
𝑖
) represents the predicted probability that sample

𝑋 𝑡
𝑖
belongs to class 𝑐 . The confidence score 𝑅(𝑋 𝑡

𝑖
) is determined by

selecting the highest probability among all classes.
Based on this confidence, we select the top 𝑛𝑡/2 samples with

the highest confidence from both cover texts and stego texts, where
𝑛𝑡 = 𝑁 × 𝑃 × Epoch, with 𝑁 representing the total number of
samples in the target domain and 𝑃 being a parameter that controls
the proportion of pseudo-label generation. A new dataset is then
formed: 𝐷̂𝑡 = {𝑋 𝑡

𝑖
}𝑛̂𝑡
𝑖=1 The feature representations 𝑓 (𝑋

𝑡
𝑖
) and pre-

dicted distributions 𝑝 (𝑋 𝑡
𝑖
) of these samples are stored in a memory

bank B, filtering out samples with lower confidence.
Next, we leverage the clustering structure of the target domain

data to assign pseudo-labels to the samples in 𝐷̂𝑡 . We begin by cal-
culating the Euclidean distance between the feature representation
of each sample 𝑋 𝑡

𝑖
and the samples in the memory bank. We then

select the 𝐾 nearest neighbors from B to provide a clustering con-
text for each sample 𝑋 𝑡

𝑖
. Using a soft voting strategy, we generate

the pseudo-label for each sample 𝑋 𝑡
𝑖
by aggregating the predicted

probability distributions of its 𝐾 nearest neighbors:

𝑝 (𝑋 𝑡
𝑖 ) =

1
𝐾

∑︁
𝑗∈I𝑖

𝑝 (𝑋 𝑡
𝑗 ) (8)

whereI𝑖 represents the index set of the nearest neighbors of𝑋 𝑡
𝑖
, and

𝑝 (𝑋 𝑡
𝑗
) is the predicted probability distribution of the 𝑗-th neighbor

sample. Here, 𝑝 (𝑋 𝑡
𝑖
) denotes the aggregated probability distribu-

tion obtained through soft voting, which provides a more robust
estimation of the true label of 𝑋 𝑡

𝑖
. Instead of relying solely on the

potentially noisy individual prediction of 𝑋 𝑡
𝑖
, we leverage the con-

sensus among its neighboring samples to refine the pseudo-label
assignment.

Ultimately, the final pseudo-label is determined by selecting the
class with the highest probability from 𝑝 (𝑋 𝑡

𝑖
), expressed as follows:

𝑦𝑡𝑖 = argmax
𝑐
𝑝 (𝑐 ) (𝑋 𝑡

𝑖 ) (9)

where 𝑝 (𝑐 ) (𝑋 𝑡
𝑖
) represents the probability of class 𝑐 in the ag-

gregated distribution 𝑝 (𝑋 𝑡
𝑖
). Through this process, we obtain the

pseudo-labeled dataset for the target domain: 𝐷̂𝑡 = {(𝑋 𝑡
𝑖
, 𝑦𝑡

𝑖
)}𝑛̂𝑡

𝑖=1
These pseudo-labels 𝑦𝑡

𝑖
serve as self-supervised signals to compute

the standard classification loss for the target domain data. For clar-
ity, we outline the key steps involved in generating pseudo-labels
in Algorithm 1.

3.6.2 Loss Functions. Due to the distributional differences between
the source and target domains, the boundary between the clustering
structures of stego and cover texts is not clearly defined (as shown
in the figure 2). As a result, 𝐷̂𝑡 may still contain a certain number
of erroneous pseudo-label samples. To mitigate this, we introduce
a weighting mechanism based on the entropy of each sample’s
predicted distribution. This method helps reduce the impact of
uncertain samples during training. The entropy of a sample 𝑋 𝑡

𝑖
is

calculated as follows:

𝐻 (𝑋 𝑡
𝑖 ) = −

𝐶∑︁
𝑐=1

𝑝 (𝑐 ) (𝑋 𝑡
𝑖 ) log2 𝑝

(𝑐 ) (𝑋 𝑡
𝑖 ) (10)

where 𝑝𝑐 (𝑋 𝑡
𝑖
) is the model’s predicted probability for class 𝑐 , and𝐶

is the total number of classes. Entropy quantifies the "uncertainty"
or "disorder" in the prediction. If the prediction is concentrated,
where one class probability is close to 1 and others are close to 0,
the entropy is low, indicating high confidence. Therefore, if the pre-
diction distribution is more uniform, the entropy is high, signaling
uncertainty in the model’s decision.

Next, we define the weight𝑤𝑖 of a sample based on its entropy
𝐻 (𝑋 𝑡

𝑖
) as follows:

𝑤𝑖 = exp(−𝐻 (𝑋 𝑡
𝑖 )) (11)

Using the negative exponential ensures that samples with lower
entropy (more confident predictions) receive higher weights, while
samples with higher entropy (less certain predictions) are given
lower weights. Furthermore, the exponential function helps avoid
excessively penalizing samples near the decision boundary, where
predictions may show less consistency.

Finally, the Weighted Classification Loss function (WCL) is de-
fined as:

L𝑊𝐶𝐿 = − 1
𝑛̂𝑡

𝑛̂𝑡∑︁
𝑖=1

𝑤𝑖 [𝑦𝑡𝑖 log(𝑝 (𝑋
𝑡
𝑖 )) + (1 − 𝑦

𝑡
𝑖 ) log(1 − 𝑝 (𝑋

𝑡
𝑖 ))]

(12)
By adjusting the weights based on the entropy of each sample, the
model can focus more on confident samples during training, while
minimizing the influence of uncertain ones.

Additionally, in order to effectively address the issue of posterior
collapse in linguistic steganalysis, we introduce the Prediction Di-
versity Loss function (PDL). This loss function is defined as follows:

L𝑃𝐷𝐿 = − 1
𝑛̂𝑡

𝑛̂𝑡∑︁
𝑖=1

𝐶∑︁
𝑐=1

𝑝 (𝑐 ) (𝑋 𝑡
𝑖 ) log(𝑝

(𝑐 ) (𝑋 𝑡
𝑖 )) (13)

The prediction diversity loss encourages the model to maximize
the entropy of the predicted class distribution, thereby promoting
more balanced class predictions and preventing the model from be-
coming overly biased toward either cover text or stego text during
training. By minimizingL𝑃𝐷𝐿 , the model learns a more comprehen-
sive representation of the target domain data, thereby significantly
improving the detection performance of stego texts.

Finally, we construct the domain adaptation objective function
for the target domain data by jointly optimizing the weighted clas-
sification loss and the prediction diversity loss:

L𝑡 = 𝜆L𝑊𝐶𝐿 + L𝑃𝐷𝐿 (14)

158



Clustering-Driven Pseudo-Labeling in Source-Free Domain Adaptation for Linguistic Steganalysis IH&MMSEC ’25, June 18–20, 2025, San Jose, CA, USA

Table 1: Comparative evaluation of different domain adaptation linguistic steganalysis of cross-datasets for different stegano-
graphic.

𝑀→𝑁 𝑀→𝑇 𝑁→𝑀 𝑁→𝑇 𝑇→𝑀 𝑇→𝑁 Average
Stego Methods SF

ACC F1 ACC F1 ACC F1 ACC F1 ACC F1 ACC F1 ACC F1

VLC

MDA N 84.62 84.51 83.33 83.25 86.38 86.63 82.38 82.03 85.42 85.15 84.38 84.56 84.41 84.36
SANet N 86.58 86.55 83.40 83.31 87.46 87.44 83.72 83.70 86.78 86.73 86.53 86.41 85.75 85.69
Base Y 80.75 80.53 81.65 81.65 87.13 87.22 82.58 82.52 86.50 86.44 84.55 84.52 83.86 83.81
PDTS Y 86.31 86.30 83.05 82.94 88.12 88.10 84.52 84.50 87.57 87.48 88.25 88.21 86.30 86.26
CPSLS Y 86.06 86.05 83.95 83.91 89.45 89.45 84.71 84.62 90.95 90.91 89.11 89.06 87.54 87.50

AC

MDA N 84.38 84.23 78.12 78.38 88.54 88.30 82.29 82.33 88.54 88.53 84.38 84.00 84.38 84.30
SANet N 90.58 90.57 85.03 84.99 89.23 89.23 85.42 85.41 89.42 89.39 88.57 88.57 88.04 88.03
Base Y 85.85 85.81 82.40 82.39 88.44 88.21 83.02 83.00 87.25 87.25 86.20 86.20 85.53 85.48
PDTS Y 90.00 89.92 84.15 84.14 89.45 89.43 84.85 84.82 90.97 91.01 90.05 90.04 88.25 88.23
CPSLS Y 91.03 91.02 85.21 85.17 91.19 91.14 84.70 84.69 91.84 91.77 91.05 91.03 89.17 89.14

ADG

MDA N 48.35 37.44 45.83 29.04 45.29 36.12 48.96 33.61 50.20 43.78 50.92 41.54 48.26 36.92
SANet N 50.43 36.60 50.68 45.35 50.43 44.51 50.67 45.23 51.17 45.49 51.40 49.21 50.80 44.40
Base Y 52.57 48.55 52.85 51.34 50.35 45.66 52.23 50.34 51.67 48.55 51.87 43.86 51.92 48.05
PDTS Y 53.05 52.88 53.24 53.12 51.80 51.64 52.26 52.19 52.95 52.82 54.04 53.97 52.89 52.77
CPSLS Y 53.60 53.59 53.18 53.15 52.46 52.31 52.70 52.57 53.77 53.77 54.83 54.41 53.42 53.30

where 𝜆 is a hyperparameter that balances the two loss terms.
Through this joint optimization strategy, the model can fully lever-
age the clustering structure of the target domain data while effec-
tively mitigating the posterior collapse issue during the optimiza-
tion process, thereby enhancing the ability to distinguish between
cover text and stego text in the target domain.

To further validate the effectiveness of the clustering structure
in model training, we visualize the target domain feature space
before and after domain adaptation, as shown in Figure 4. Com-
pared to the feature distribution before adaptation shown in Fig-
ure 2, the clustering structure of stego and cover texts becomes
more compact after applying the CPSLS method, with significantly
enhanced intra-class cohesion and clearer decision boundaries be-
tween classes. This observation indicates that the clustering-based
pseudo-labeling mechanism effectively guides the model to distin-
guish between stego and cover samples more accurately during
training. The improved clustering structure encourages same-class
samples to be more tightly grouped in the feature space, signifi-
cantly reducing the overlap between different classes. As a result,
the model is able to construct clearer decision boundaries, thereby
improving detection performance in the target domain.

4 EXPERIMENTS
4.1 Experimental Setup
To comprehensively evaluate the proposed CPSLS method, we se-
lected three widely used natural language corpora: Movie (M) [11],
Twitter (T) [3], and News (N) [13]. During training, we generated
cover text datasets using a pretrained statistical language model
and created corresponding stego text datasets using three distinct

steganographic algorithms: Variable Length Coding (VLC) [27],
Arithmetic Coding (AC) [30], and Adaptive Dynamic Grouping
(ADG) [29]. The embedding rates for VLC, AC, and ADG are 0.954,
0.939, and 0.965; 0.601, 0.572, and 0.545; and 1.765, 1.753, and 1.778,
respectively, for the Movie, Twitter, and News corpora. For each
corpus, we randomly selected 12,000 cover texts, which were split
into training, validation, and test sets at a 10:1:1 ratio. Similarly, we
generated 12,000 stego texts for each dataset and divided them into
training, validation, and test sets with the same ratio. It is important
to note that there is no overlap between the cover and stego texts
across these datasets.

The CPSLS method utilizes a pre-trained BERT model [1] for
word embeddings, consisting of 12 transformer encoder layers, each
with a 768-dimensional hidden layer. To maintain BERT’s feature
representation capabilities, its parameters remain fixed during train-
ing. The Bi-LSTM [4] used in the model has 500 hidden units and
a dropout rate of 0.5. Training is carried out using the Adam opti-
mizer with an initial learning rate of 1 × 10−4, and the exponential
decay rates for beta1 and beta2 are set to 0.5 and 0.9, respectively.
To select the optimal hyperparameters for the loss function, we
tested the value of 𝜆 with 1, 2, 3, 4, 5 and found that 𝜆 = 5 gave the
best performance, so we adopted 𝜆 = 5 as the final choice. For the
pseudo-label selection ratio 𝑝 , we tested 0.05, 0.10, 0.15, 0.20, 0.25
and found that 𝑝 = 0.10 performed best, so we used this value in all
experiments.

4.2 Comparison with Domain Adaptation in
Linguistic Steganalysis

We compare the proposed CPSLSwith current state-of-the-art cross-
domain steganalysis models, including MDA [22], SANet [21], and
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Table 2: Comparative evaluation of different source-free domain adaptation methods of cross-datasets for AC steganographic.

𝑀→𝑁 𝑀→𝑇 𝑁→𝑀 𝑁→𝑇 𝑇→𝑀 𝑇→𝑁 Average
Stego Methods SF

ACC F1 ACC F1 ACC F1 ACC F1 ACC F1 ACC F1 ACC F1

AC
SHOT Y 86.66 86.43 82.85 82.82 89.21 89.13 83.93 83.91 90.94 90.62 89.50 89.21 87.18 87.02
G-SFDA Y 88.95 88.73 84.29 84.13 89.75 89.42 84.46 84.45 90.67 90.58 90.04 90.02 88.03 87.89
CPSLS Y 91.03 91.02 85.21 85.17 91.19 91.14 84.70 84.69 91.84 91.77 91.05 91.03 89.17 89.14
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Figure 5: Accuracy of Two Source-Free Domain Adaptation
Methods for Linguistic Steganalysis in Two Cross-Domain
Tasks under the AC Steganographic Algorithm. "N->M" rep-
resents a cross-domain task with small domain differences,
while "N->T" represents a cross-domain task with significant
domain differences.
PDTS [10]. MDA utilizes the MMD metric for domain feature align-
ment; SANet combines an adaptive weight selection network with
the SDDM method for precise cross-domain feature adjustment;
PDTS adopts a two-stage source-free text steganalysis approach. Ad-
ditionally, we present the CPSLS model after the pre-training phase
as "Base" for comparison. To evaluate the model’s performance,
we design six cross-domain tasks (source domain→target domain):

𝑀→𝑁 , 𝑀→𝑇 , 𝑁→𝑀 , 𝑁→𝑇 , 𝑇→𝑀 , and 𝑇→𝑁 , and use three
steganographic algorithms: VLC [27], AC [30], and ADG [29]. The
experimental results are summarized in the table, where "SF" indi-
cates whether it is source-free domain adaptation, with "N" repre-
senting "No" and "Y" representing "Yes". The results are shown in
Table 1.

The experimental results show that CPSLS achieves the high-
est average detection accuracy among all tested cross-domain ste-
ganalysis methods. It not only effectively addresses the challenges
in SFDA scenarios but also demonstrates superior detection per-
formance compared to existing advanced steganalysis algorithms.
Specifically, for the three steganographic algorithms (VLC, AC,
and ADG), CPSLS improves upon the best average detection ac-
curacy of other methods by 1.24, 0.82, and 0.53 percentage points,
respectively. Notably, under the AC algorithm, CPSLS achieves an
average accuracy close to 90%. Compared to the source-dependent
SANet method, CPSLS improves the average detection accuracy
by 1.79, 1.13, and 2.62 percentage points on the three algorithms,
respectively. This indicates that CPSLS can effectively learn stegano-
graphic features in the target domain, demonstrating stronger ro-
bustness and generalization capabilities. Furthermore, under the
more adversarial ADG algorithm, despite an overall decline in detec-
tion performance, CPSLS still maintains a leading position. This sug-
gests that CPSLS is capable of effectively learning steganographic
features in the target domain, exhibiting enhanced robustness and
generalization ability.

To further demonstrate the performance of CPSLS, we plotted
the loss function curves for CPSLS and PDTS during training on
the 𝑁→𝑇 (AC) task and the 𝑁→𝑀 (AC) task, as shown in Figure
5. From the figure, we observe that PDTS shows more fluctuation
in detection accuracy (ACC), whereas CPSLS exhibits much less
fluctuation. This is because PDTS uses samples with different con-
fidence levels with equal weight, making it more susceptible to
noise. In contrast, CPSLS leverages clustering-based pseudo-label
generation, which enhances the accuracy of pseudo-labels. Addi-
tionally, by using a weighted classification loss function, CPSLS
assigns lower weights to samples with lower confidence, reduc-
ing their impact on the model. This helps CPSLS effectively learn
the steganographic features in the target domain, demonstrating
stronger robustness and generalization capabilities.

Although CPSLS achieves the best performance in most tasks,
it still shows certain performance gaps in a few cases. Specifically,
in the 𝑁→𝑇 (AC) task, CPSLS yields an accuracy that is 0.72 per-
centage points lower than SANet. This gap is mainly attributed
to the significant domain shift between the source domain (News)
and the target domain (Twitter), particularly in terms of text length
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and linguistic style. News texts are typically longer and more for-
mally structured, whereas Twitter texts are shorter, more colloquial,
and highly fragmented. Additionally, the perturbations introduced
by the AC steganographic algorithm are relatively subtle, further
reducing the separability between stego and cover texts in the fea-
ture space. Under these conditions, the clustering structure used by
CPSLS for pseudo-label generation becomes less reliable, thereby
affecting the model’s ability to effectively learn steganographic
features. In the 𝑀→𝑇 (ADG) task, CPSLS performs 0.06 percent-
age points lower than PDTS. This is primarily because the ADG
steganographic algorithm introduces extremely slight perturba-
tions, resulting in a high degree of overlap between cover and stego
texts in the feature space. Moreover, Twitter data inherently ex-
hibits considerable noise and weak semantic coherence, further
complicating the pseudo-label generation process. Although CPSLS
mitigates the influence of noisy samples through a confidence-based
weighting mechanism, under the compounded challenges of do-
main shift and data noise, even a small number of pseudo-label
errors can accumulate and negatively impact the training process,
leading to a slight drop in detection performance.

Additionally, in the𝑀→𝑁 (VLC) task, CPSLS achieves 0.52 per-
centage points lower accuracy than SANet and 0.25 percentage
points lower than PDTS. This is mainly because when the source
and target domains share similar text styles and there exists a
certain degree of separability between cover and stego texts, the
pre-trained model𝑀𝑠 can better adapt to the target domain. How-
ever, the prediction diversity loss introduces greater uncertainty in
classifying target domain samples, which may interfere with the
model’s learning process and result in performance degradation.

4.3 Comparison with Others Source-Free
Domain Adaptation Methods

In this section, we compare the proposed CPSLS method with other
widely used source-free domain adaptation methods, including G-
SFDA [26] and SHOT [9], to evaluate its effectiveness. G-SFDA
improves the compactness of the target domain data through lo-
cal structure clustering, while SHOT employs information max-
imization and self-supervised pseudo-labeling to train a feature
extraction module for the target domain.

To ensure a fair comparison, we use the same pre-trained model
𝑀𝑠 as the baseline for the comparison methods. Then, we apply
G-SFDA and SHOT as source-free domain adaptation methods to
fine-tune 𝑀𝑠 and evaluate the performance of these SFDA meth-
ods in six cross-domain linguistic steganalysis tasks using the AC
steganographic algorithm, as described in the previous section. The
experimental results are summarized in the table 2 .

The results demonstrate that CPSLS outperforms other source-
free domain adaptation methods across various cross-domain lin-
guistic steganalysis tasks. Specifically, compared to SHOT, our
method improves the average detection accuracy and F1 score
by 1.99 and 2.12 percentage points, respectively. Although SHOT
also utilizes pseudo-labels for supervised training, the substantial
distributional differences between the source and target domains in
linguistic steganalysis introduce significant noise into the pseudo-
labels. This noise hampers the model’s ability to effectively learn
steganographic features from the target domain and negatively
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Figure 6: Pseudo-label selection in two source-free domain
adaptation methods under the AC steganographic algorithm
for two cross-domain tasks. "N->M" indicates a task with
small domain differences, and "N->T" represents a task with
larger domain differences. Blue represents CPSLS, and green
represents PDTS.

impacts detection performance. In contrast, CPSLS addresses this
issue by applying a weighted classification loss based on the uncer-
tainty of the predicted distribution, thereby mitigating the adverse
effect of noisy pseudo-labels during optimization.

Compared to G-SFDA, CPSLS improves the average detection
accuracy and F1 score by 1.14 and 1.25 percentage points, respec-
tively. While G-SFDA enhances the compactness of the target do-
main distribution through local structure clustering, it does not
utilize pseudo-labels to facilitate supervised training. This limita-
tion restricts the model’s capacity to fully capture steganographic
features in the target domain. In contrast, CPSLS leverages the
clustering structure of the target domain to generate more reliable
pseudo-labels, enabling better learning of domain-specific features
and significantly enhancing detection performance.
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Table 3: Ablation experiment results across datasets for the AC steganographic algorithm.

𝑀→𝑁 𝑀→𝑇 𝑁→𝑀 𝑁→𝑇 𝑇→𝑀 𝑇→𝑁 Average
Stego Methods

ACC F1 ACC F1 ACC F1 ACC F1 ACC F1 ACC F1 ACC F1

AC

𝑤-DA 85.85 85.81 82.40 82.39 88.44 88.21 83.02 83.00 87.25 87.25 86.20 86.20 85.53 85.48
𝑤-CP 91.05 91.05 85.55 85.55 88.70 88.60 84.05 83.82 88.75 88.65 88.60 88.58 87.78 87.71
𝑤-WCL 90.70 90.70 84.45 84.44 90.87 90.84 85.30 85.30 91.89 91.88 90.50 90.49 88.95 88.94
𝑤-PDL 91.85 91.85 83.61 83.25 90.75 90.73 84.54 84.54 90.75 90.72 89.40 89.38 88.48 88.41
CPSLS 91.03 91.02 85.21 85.17 91.19 91.14 84.70 84.69 91.84 91.77 91.05 91.03 89.17 89.14

4.4 Ablation Study
In this section, we present an ablation study of the proposed CPSLS
method, evaluated on cross-domain linguistic steganalysis tasks us-
ing the AC steganographic algorithm, as described in the previous
section. The CPSLS method consists of two key phases: pre-training
with labeled source domain data and domain adaptation using
the target domain’s clustering structure. In the domain adaptation
phase, we incorporate clustering-driven pseudo-label generation,
the weighted classification loss function, and the prediction diver-
sity loss function. We examine the contribution of each component
individually, with the results summarized in the table 3.

Specifically, "𝑤-DA" refers to the case where Domain Adap-
tation phase is not performed, "𝑤-CP" refers to the case where
clustering-based Pseudo-label generation is not used and an incre-
mental method similar to PDTS is employed, "𝑤-WCL" indicates
that the Weighted Classification Loss function is not used and a
standard cross-entropy loss function is applied instead, and "𝑤-
PDL" denotes the removal of the Prediction Diversity Loss function.
The results clearly demonstrate that each component plays a crucial
role in the overall effectiveness of CPSLS.

We then analyze the performance of the three main methods in
the domain adaptation phase. 𝑤-CP involves generating pseudo-
labels based on the target domain’s clustering structure. Removing
this component resulted in a 1.39 percentage point decrease in
average accuracy and a 1.33 percentage point drop in F1 score,
highlighting the importance of the clustering-based pseudo-label
generation method. Although in the𝑀→𝑇 task, the "𝑤-CP" variant
achieved 0.34 percentage points higher accuracy than CPSLS, this
suggests that while clustering-based pseudo-labels may improve
accuracy, they may encode less discriminative information. Nev-
ertheless, more reliable pseudo-labels enable the model to better
learn the steganographic features of the target domain, thereby
enhancing overall detection performance. Our pseudo-label genera-
tion method, compared to the incremental approach used by PDTS,
demonstrates greater stability, with higher reliability in each round
of selection, as shown by the line chart in the figure 6.

Next, we examine the effect of sample weighting. After remov-
ing the weighted classification loss function, "𝑤-WCL" exhibits an
overall decrease of 0.22 percentage points in accuracy and 0.20 per-
centage points in F1 score. This decline is particularly pronounced
in tasks with greater distributional differences between the source
and target domains—for example, in the𝑀→𝑇 task, where the de-
tection accuracy drops by 0.76 percentage points. This indicates that

the weighted classification loss effectively mitigates the negative
impact of incorrect pseudo-labels on the model’s ability to learn
the target domain’s steganographic features. In the 𝑁→𝑇 and→𝑀
tasks, "𝑤-WCL" outperforms CPSLS, suggesting that although the
weighted classification loss reduces the negative impact of uncer-
tain samples during model optimization, these samples also provide
additional information to the model, helping it avoid overfitting
to simpler samples and thereby better learn the target domain’s
features. Lastly, removing the prediction diversity loss function
resulted in a 0.69 percentage point decrease in accuracy and a 0.73
percentage point drop in F1 score. This decline is attributed to the
subtle differences between stego and cover texts, which can lead to
posterior collapse during optimization, preventing the model from
learning the full range of target domain features.

The use of the diversity loss function effectively prevents poste-
rior collapse, resulting in amore balanced selection of pseudo-labels,
as shown in figure 6. This balanced pseudo-label set ensures that
the model is exposed to a wider variety of samples during train-
ing, helping to avoid overfitting to one category or neglecting the
features of the other category. As a result, the model learns more
comprehensive data features and improves its ability to distinguish
between the two types of texts. In the 𝑀→𝑁 task, the detection
rate of "𝑤-PDL" is 0.82% higher than CPSLS. This is because the
distributional difference between the Movie and News corpora is
relatively small, and the pre-trained model is already able to classify
target domain samples accurately. However, the prediction diversity
loss function increases the uncertainty of the model’s classification
of target domain samples, which affects the effective learning from
those samples.

Finally, by comparing results with and without domain adapta-
tion, we observe a 3.64% improvement in average accuracy and a
3.66% increase in F1 score after domain adaptation. These results
clearly demonstrate that the CPSLS method effectively mitigates
the distributional differences between source and target domains in
source-free domain adaptation scenarios for linguistic steganalysis,
significantly enhancing the model’s detection capabilities.

5 CONCLUSION
To improve the detection performance of the model in source-free
domain adaptation scenarios, this paper proposes the Clustering-
driven Pseudo-labeling method for Source-free Domain Adaptation
in Linguistic Steganalysis (CPSLS). The method consists of two
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main phases: pre-training with labeled source domain data and do-
main adaptation using the target domain’s clustering structure. In
the pre-training phase, the model is trained using labeled source do-
main data to provide an initial understanding of the target domain
data. During the domain adaptation phase, we proposed three key
techniques: clustering-driven pseudo-label generation, a weighted
classification loss function, and a prediction diversity loss func-
tion. These techniques help the model effectively learn the stegano-
graphic features of the target domain without relying on source
domain data, mitigating the impact of distribution differences be-
tween the source and target domains, and improving detection
performance in the target domain. Extensive experimental results
demonstrate that CPSLS not only has stronger practical applica-
bility by functioning in source-free domain adaptation scenarios,
but also outperforms existing cross-domain linguistic steganalysis
methods in terms of detection performance.

In current cross-domain linguistic steganalysis research, adaptive
model training typically relies on rich labeled source domain data,
including cover and stego texts. However, obtaining such a large
amount of labeled source domain data is often difficult in real-
world scenarios. Therefore, future research will focus on a more
practical scenario where only a small amount of labeled source
domain data is available in the pre-training phase.We aim to explore
effective strategies for unsupervised domain adaptation under these
constraints, to improve the model’s adaptability and discriminative
ability for new domain data, while also addressing data privacy
concerns.
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